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1. INTRODUCTION

It was probably inevitable that most employers would 
adopt “bring your own device” (BYOD) to work policies 
in light of the proliferation of smartphones, iPads, 
laptops, tablets, and other portable electronic devices. It is 
expensive and often impractical for employers to purchase 
portable devices for employees’ work use. BYOD to work 
policies are far more efficient and practical. Employees 
are now accustomed to using their personal devices at the 
workplace, and while at work taking breaks to shop online, 
post Yelp reviews, check the hockey scores, and conduct 
other personal business. But employers should make no 
mistake: they are inviting a host of legal and practical 
problems by allowing—and in some cases encouraging and 
requiring—employees to use their own personal devices 
for work. This article summarizes the emerging legal and 
practical problems with BYOD to work policies, then offers 
some practical suggestions for employers to manage and 
mitigate the legal risks inherent in such policies.

II. LEGAL AND PRACTICAL PROBLEMS WITH BYOD 
TO WORK POLICIES

Employers necessarily cede a certain amount of control 
by allowing, or requiring, employees to use their personal 
devices for work purposes. Employees typically use their 
personal cell phones, for example, to conduct personal 
business, both during and outside work time. Allowing 
or requiring employees to use their personal devices 
necessarily means that the employer’s data, and sometimes 
its most sensitive information, including trade secrets, may 
reside on employees’ personal devices. BYOD policies also 
mean that it is much more likely that rogue employees may 
transfer, save or use their employer’s data. BYOD policies 
increase the risk of data breaches and hacking.

A. Challenges Protecting Employers’
Trade Secrets and Other Proprietary 

and Confidential Information
Since “trade secrets” must derive their value “from not 

being generally known to the public or to other persons 
who can obtain economic value from [their] disclosure or

— Inside the Law Review —

1 MOLE Self-Study: Managing the Legal Risks Inherent in BYOD to Work Policies 

9 Employment Law Case Notes ] 11 Wage and Hour Case Notes j 15 Public Sector Case Notes 

1 9 NRLA Case Notes I 22 Cases Pending Before the California Supreme Court

25 Message from the Chair

mailto:tyler.paetkau@procopio.com


use” (Civil Code § 3426.1(d)(1)), and 
given that the second prong of a trade 
secret misappropriation claim is that 
the information be “the subject of 
efforts that are reasonable under the 
circumstances to maintain its secrecy” 
(§ 3426.1(d)(2)), BYOD policies and 
practices can cause the loss of valuable 
trade secret status. That is, the employer 
is necessarily losing some control 
over the vital “secrecy” element of a 
trade secret misappropriation claim 
by allowing employees to download 
information onto their private devices. 
It is therefore important to implement 
appropriate policies and protocols, 
and train all employees, as discussed 
further below.

Courts have begun considering 
whether an employee’s social media 
contacts qualify for trade secret 
protection.^ Courts also are considering 
the effect of employees using their 
personal devices on the protection of 
employers’ trade secrets. For example, 
in an unpublished 2011 opinion from 
an Illinois appellate court, the court 
held that a company’s bidding system 
and the bids themselves were not trade 
secrets, in part because the company’s 
project managers were permitted to 
take their laptop computers anywhere, 
including their homes, “indicating a 
lack of concern with the security of the 
information on the laptop computer.”^

B. Inadvertently Obtaining 
Third Parties’ Information
Employees may decide to connect 

their own technology, or worse yet, a 
former employer’s technology, to the 
current employer’s network. Employers 
may thus inadvertently find themselves 
in unwanted and expensive trade secret 
misappropriation litigation. This may 
result in tens of thousands of dollars in 
computer forensics costs to permanently 
remove the non-company data from 
the employer’s network. In the recently 
settled Waymo v. Uber litigation in the 
Northern District of California, Uber 
contended that Mr. Lewandowski 
downloaded Waymo’s data without 
Uber’s knowledge, permission or

consent, and U.S. District Judge 
Alsup issued a preliminary injunction 
ordering Uber to quarantine and not 
use Waymo’s data allegedly stolen by 
Mr. Lewandowski.^

C. Potential Overtime Liability
When nonexempt employees use 

their personal devices before or after 
“normal” work hours to check work 
email or voicemail, make calls, or send 
text messages, the time is generally 
compensable.^ To avoid liability, 
including for overtime, the most 
conservative practice is not to issue 
such devices to nonexempt employees. 
However, if the employer does issue 
these devices to nonexempt employees, 
a policy should be in place prohibiting 
them from working after hours and 
imposing disciplinary consequences for 
violations of the policy. The employer 
also should have policies requiring 
nonexempt employees to record and 
submit for payment all time worked, i.e., 
a “no off-the-clock work” policy.

In Allen v. City of Chicago,^ a police 
officer sued the City of Chicago for 
unpaid overtime related to off-the-clock 
usage of his smartphone. The officer 
alleged that the police department 
issued police officers electronic devices 
and required them to respond to work- 
related emails, text messages, and 
voicemails around the clock while off 
duty. The court conditionally certified 
a class of all police officers employed 
by the City that were required to carry 
smartphones, and in October 2014, 
denied the City’s motion to decertify the 
class. The case is still pending.

D. Employee Privacy Rights 
May Interfere With Recovery 

of Employers’ Data
Employers often encounter 

problems obtaining their proprietary 
data and trade secrets back from 
employees who resign or are 
involuntarily terminated; in many cases, 
terminated employees leave with their 
employers’ proprietary data and trade 
secrets still on their personal devices. 
Employers are often surprised to learn

that they do not enjoy unfettered access 
to months, if not years, of current and 
former employees’ emails, text messages 
and records from their personal cellular 
phones and other personal devices. 
Even in litigation, more and more 
courts rule that such broad requests for 
access to employees’ personal devices, 
even those used for work purposes, are 
grossly overbroad, unduly burdensome, 
and impermissibly invasive of current 
and former employees’ constitutional 
and common law privacy rights.^ 
Courts have ruled that employees have 
a reasonable expectation of privacy in 
their private cellular phones and other 
devices, even if they use them for work 
purposes, and their employer does not 
have possession, custody or control over 
the contents of such devices.^

Employees will predictably 
resist attempts by their employer 
or former employer to obtain 
indiscriminate access to the 
entire contents of their electronic 
correspondence with their 
former co-workers, friends and 
acquaintances that implicate their 
privacy rights and are irrelevant to 
the employer’s data or to the issues 
in dispute. Moreover, a stipulated 
protective order approved by a 
court in litigation may not justify 
an unrestricted fishing expedition 
into private communications that 
are not directly relevant to the 
disputed issues.®

On the other hand, if the 
employer clearly puts its employees 
on notice not only that the employee 
has no reasonable expectation of 
privacy when using company devices, 
and that the employer reserves the 
right to monitor employees’ online 
and electronic activity (e.g., internet 
usage and. sites visited, telephone 
calls, emails and text messages), 
even an employee’s seemingly 
privileged communications may 
not be privileged. Indeed, when 
the electronic means by which an 
employee sends a communication 
with his or her attorney belongs to the 
employer, the employer has advised
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the employee that communications 
using electronic means are not private, 
may be monitored, and may be used 
only for business purposes, and the 
employee is aware of and agrees to 
these conditions, the communication 
is not privileged.^ To the contrary, 
such communications are “akin to 
consulting [the] attorney in one of 
[the employer’s] conference rooms, 
in a loud voice, with the door open, 
yet unreasonably expecting that 
the conversation overheard by [the 
employer] would be privileged.”^®

Under such circumstances, the 
employee’s email communications with 
his or her own lawyer do not constitute 
“confidential communication between 
client and lawyer” within the meaning 
of California Evidence Code § 952.^^ 
Holmes v. Petrovich Develop. Co., 191 
Cal. App. 4th 1047 (2011), is directly 
on point. In Holmes, the employee 
argued that “she believed her personal 
email would be private because she 
utilized a private password to use the 
company computer and she deleted 
the emails after they were sent.”^^ 
The court found that “her belief was 
unreasonable because she was warned 
that the company would monitor email 
to ensure employees were complying 
with office policy not to use company 
computers for personal matters, and she 
was told that she had no expectation of 
privacy in any messages she sent via the 
company computer.”^^ The Holmes court 
repeatedly stressed that the employee 
had used a company computer, and, 
in light of the employer’s clear policy 
prohibiting the personal use of company 
computers, did not distinguish between 
the use of a company email address and 
a personal email address.

In marked contrast, in Stengart v. 
Loving Care Agency, Inc.,^'^ a New Jersey 
state court ruled that the employer was 
not entitled to access to the employee’s 
private email account “where the use of 
such an account was not clearly covered 
by the company’s policy.”^^ Indeed, the 
policy in Stengart, in contrast to the 
employer’s policy in Holmes, did not 
clearly state that any non-work-related

use of the “company computers” is 
prohibited and subject to search; instead, 
it referred, vaguely, to “the company’s 
media systems and services,” and did 
not define those terms.^^ Instead, an 
employer’s computer/BYOD use policy 
and/or employee handbook legally can, 
and should, make it crystal clear that 
there is no privacy expectation in any 
messages sent from the “company’s 
computers” and “Blackberrys or other 
wireless devices,” i.e., the physical 
hardware devices issued to or used by its 
employees, irrespective of whether the 
message comes from an company email 
account or a personal email account.

E. Increased Risk of Data 
and Security Breaches

Nearly all states now have laws 
requiring companies to notify affected 
consumers of a data breach.^^ Although 
so far the headlines have featured 
customer and consumer privacy, such 
data breach notification laws apply 
equally to affected employees. With 
the dramatic increase in identify theft, 
hacking, internet scams, phishing 
and the like, employers are likely to 
experience data breaches. BYOD to 
work policies increase the risk that 
rogue employees and non-employee 
bad actors will breach employers’ 
security protocols and barriers.

F. Business Expense 
Reimbursement issues

California Labor Code § 2802 
requires employers to “indemnify” 
employees for all expenses incurred 
“in direct consequence” of 
employment duties. Section 2802 
generally requires employers to 
reimburse employees for all reasonable 
business expenses. In Cochran v. 
Schwans Home Servs., Inc., 228 Cal. 
App. 4th 1137, 1144-45 (2014), the 
California Court of Appeal held that 
employers must reimburse employees 
for at least a pro-rata portion of their 
cell phone expenses to the extent 
that employees use their personal 
cell phones for work. The appellate 
court held that when an employee

“must” use his personal cell phone for 
work-related calls, the employer must 
reimburse him or her and that the 
“reimbursement owed is a reasonable 
percentage of the cell phone bills.” 
The Cochran holding extends to 
other personal devices, including 
iPads, laptops, servers, cloud storage, 
internet subscriptions and tablets, that 
employees use for work purposes. (In 
Cochran, the appellate court affirmed 
the trial court’s certification of a 
class of employees on the cell phone 
reimbursement claim.)

G. Litigation Issues
Litigators and most litigants 

understand the importance of 
“litigation holds,” requiring the 
preservation of all relevant evidence 
once a claim is threatened or asserted, 
including suspension of any automatic 
data deletion policies and protocols. 
But how does an employer effectively 
implement a litigation hold when 
much of the data is on employees’ 
private cell phones and other personal 
electronic devices? Can an employer 
be penalized if current employees 
delete such relevant data? Can a jury 
draw an adverse inference from such 
data deletions? What about discovery 
requests, including subpoenas, for 
employees’ private cell phone records 
and text messages?

III. PRACTICAL TIPS FOR BYOD 
TO WORK POLICIES

The many risks inherent in BYOD 
to work policies are obvious: employees 
enjoy a greater expectation of privacy; 
valuable information (including 
employers’ trade secrets) becomes 
less secure and more difficult to 
secure; employees may leave with the 
employer’s data on their devices upon 
separation of employment; employees 
may have the right to reimbursement 
for business use of their portable 
devices; employers may unwittingly 
incur overtime liability for “off hours” 
work; and data breaches are more 
likely. How do employers manage
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and balance these real legal and 
practical risks against the convenience, 
efficiency and productivity of BYOD 
to work policies? In the modern 
workplace, personal devices are 
ubiquitous and now employees use 
their personal devices to work virtually 
anywhere at any time.

Employers should carefully 
consider appropriate policies and 
employee training to manage the 
risks of BYOD to work policies. The 
following sections address some 
common concerns.

A. General Policy Elements
Employers should implement 

careful policies governing BYOD to 
work, and train all employees on them. 
Key elements of effective policies and 
training include: (1) scope (who, what, 
and when is covered?); (2) definitions 
(social media, types of devices); (3) 
terms of use; (4) company-affiliated 
social media; (5) the expectation of 
privacy on company devices and 
BYODs; and (6) no retaliation.

B. Checklist: Set Minimum 
Technical Requirements for 

Employees’ Personal Devices
1. Grant the employer access for 

business purposes;
2. Require installation by IT of 

Company-specific security software;
3. Require cleaning of work-related 

information on device by IT upon 
separation of employment or in 
other circumstances dictated by 
business needs (“remote wipe” if 
lost/stolen);

4. Employees should back up personal 
information to a separate device;

5. Employers are not responsible for 
lost personal information;

6. Restrict personal use during 
working hours;

7. Require password protection 
(see below);

8. Define acceptable/unacceptable use;
9. Regulate cloud syncing and access;
10. Define Company communications 

as property of the Company;

11. Disclose that employees have 
no expectation of privacy when 
using even a personal device for 
work purposes, or when using the 
Company’s network or systems 
(see below);

12. Consider allowing employees to 
have a “zone of privacy” on the 
device for personal use;

13. Consider prohibiting email 
access for non exempt employees 
to minimize the risk of 
overtime liability;

14. Consider “remote wipe” and 
“tracking” tools;

15. Address BYOD policies during 
the onboarding process, 
during employment, and at the 
termination of employment;

16. Set protocols for appropriate use 
and data protection;

17. Establish confidentiality of 
trade secrets and the Company’s 
restrictions; and

18. Create consent to access.

C. Legally Diminish Employees’ 
Privacy Expectations

Since the employee owns the 
device and the account, employers 
should take steps to minimize the 
employee’s reasonable expectation 
of privacy so that it can inspect and 
alter the devices for business reasons. 
For example:

1. “All Company computers 
and email systems are the 
Company’s property, to be 
used solely to facilitate the 
business of the Company”;

2. “Employees are strictly 
prohibited from using Company 
computers and email systems 
for personal reasons”;

3. “Employees should expect 
that all information created, 
transmitted, downloaded, 
received or stored in 
Company computers and 
email systems may be 
accessed [and monitored] 
by the Company at any time 
without prior notice”; and

4. “Employees should not 
assume they have an 
expectation of privacy or 
confidentiality in such 
messages or information.”

D. Security 
Software Precautions

Most employees do not have 
sufficient security software to protect 
trade secrets and other confidential 
information on their personal devices. 
Therefore, employers should implement 
measures to protect the information 
to minimize the risk of data breaches. 
An employer should develop a 
comprehensive information security 
policy, circulate it to its employees, 
and request annual execution of the 
policy by the employee stating that the 
employee has read and understands 
the policy. Employers should require 
a password or PIN on each mobile 
device that may allow access to or 
contain the employer’s trade secret 
and proprietary information. Consider 
requiring a unique login and password 
for each system containing proprietary 
information that an employee may 
access from a mobile device. The remote 
access should be set so that after a certain 
period of inactivity, automatic logout 
occurs. Employers should regularly 
audit employees’ personal devices to 
ensure that passwords and/or PINs are 
being used and are secure. Employers 
should require automatic expiration of 
passwords and/or PINs and require new 
ones be set by employees periodically.

Employers should consider 
requiring employees to install software 
on the mobile devices that would 
grant the employer the authority to 
override personal passwords and 
to wipe the device remotely in the 
event that the device is lost, stolen, or 
otherwise compromised. Employers 
should consider managing employees’ 
mobile devices using “mobile device 
management” (MDM) software, which 
allows employers to remote wipe and 
encrypt either all information on the 
device or just Company information.
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Employers should consider 
restricting employees’ ability to 
electronically transfer the employer’s 
trade secrets and other confidential 
and/or proprietary information. 
Allowing employees to send via their 
personal devices, save to portable 
storage devices, or print or take 
screenshots of proprietary information 
may comprise the information’s status 
as a trade secret. Therefore, to the 
extent possible, such activity should 
be limited, if not prohibited outright. 
These restrictions can be integrated 
directly into the electronic systems 
and should be incorporated into the 
employer’s written policies.

E. Mark All Trade Secrets
as “Trade Secrets”

Remarkably, many employers 
do not take the most simple, 
basic step of carefully handling 
and marking or labeling their 
confidential, proprietary, or trade 
secret information accordingly. 
“While labeling information ‘trade 
secret’ or ‘confidential information’ 
does not conclusively establish that 
the information fits this description 
[citations], it is nonetheless an 
important factor in establishing 
the value which was placed on the 
information and that it could not 
be readily derived from publicly- 
available sources.”^^

F. Special Considerations
for Third Parties

Employers face additional risks 
by posting trade secrets “in the 
cloud” or on cloud-based storage 
sites like DropBox. Since the 
employer’s trade secrets and other 
proprietary information are being 
hosted by an unknown third-party 
provider, there is an increased risk 
that the information could leak to 
the public, thus eviscerating trade 
secret protection. Employers hosting 
trade secrets in cloud-based storage 
also face challenges in recovering 
trade secrets and other information

following a breach. Moreover, there 
may be uncertainty over which 
jurisdiction’s laws apply (particularly 
if the server is not located in the 
U.S.). For these reasons, if employers 
choose to store trade secrets and other 
proprietary or valuable information 
in the cloud, they should negotiate a 
robust contract with the cloud service 
provider, which includes prohibitions 
on any disclosure to third parties 
and clearly defines the terms of the 
provider’s services.

G. Reimbursement of 
Business Expenses

Employers should consider other 
security measures, such as providing 
employees with a “virtual private 
network” (VPN), or an employer- 
owned mobile “hot spot” available 
to its employees, to avoid potential 
claims for reimbursement of the cost 
of the employee’s choice in home 
Internet access. California employers 
generally must reimburse employees 
for such business-related expenses, 
“overhead,” and costs of doing 
business under Labor Code § 2802.

H. Written Warranties That 
Employees Are Taking 
Adequate Precautions

Employers should consider 
requiring employees using mobile 
devices to access the employers’ 
trade secrets and other proprietary 
information to agree in writing that 
they will make reasonable efforts to 
secure the information. Employers 
should consider incorporating into 
expense reimbursement forms for 
personal devices, and BYOD to 
work policies, a printed certification 
from the employee to the effect that 
reasonable efforts have been made to 
secure all confidential or proprietary 
information contained on the device.

I. Periodic Reminders and
Employee Training

Employers should periodically 
remind employees of the importance 
of protecting the employer’s trade 
secrets and other proprietary and 
confidential information. Employers 
can include “pop up” boxes and 
electronic acknowledgements each 
time that an employee logs into 
a system containing proprietary 
information. Employers also 
should consider periodic email and 
Company Intranet site reminders, 
and reiterate such reminders during 
the onboarding process and during 
general employee meetings.

J. Removal or Deletion of 
Data Upon Separation

Require departing employees 
to provide their personal devices so 
that the employer’s IT experts can 
permanently remove all Company 
data and particularly trade secrets (e.g., 
business plans and strategies, customer 
and confidential financial data).

K. Exit Interviews
Remind departing employees 

of their previously executed 
confidentiality agreements and 
explain that the obligations are 
ongoing. Consider using a checklist:

1. “Do you have any Company 
documents in your possession 
or under your control?”

2. “Have you given any 
Company documents or 
information to anyone 
outside the Company?”

3. “Do you still have access to 
any Company documents?” 
If so, which documents? 
Where are these Company 
documents located now?”

4. “Do you have any Company 
documents or materials 
at home?”

5. “Have you returned all 
flash drives that contain 
Company information?”
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Employers should consider 
requesting that the employee sign an 
affidavit or certification confirming 
that he or she does not have any 
Company documents in his or her 
possession, will promptly return any 
Company documents that he or she 
may later discover, and that he or 
she has conducted a diligent search 
for Company documents and has 
returned everything to the Company. 
In addition, upon the voluntary 
or involuntary termination of an 
employee’s employment, employers 
should consider saving forensic copies 
of the data on any mobile devices used 
to access the employer’s trade secrets 
and other proprietary information, 
and then purging the data on the 
device and deactivating any user 
names and passwords issued to that 
employee that would allow access to 
the employer’s trade secrets and other 
proprietary information.
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